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1   Many industries have suffered during COVID, 
but cybercrime is not one of them. Return on 
Investment for a cybercrime business is more 
than 25,000%. [Deloitte]

2    Distributed workers are significantly more 
vulnerable than office-based workers. Over 50% 
of workers admit to adopting risker behaviours at 
home than in the office. [Tessian]

3   One compromised remote worker can bring an 
entire enterprise to its knees. Ransomware 
attacks increased by over 700% between 2019 
and 2020 according to Bitdefender, while 70% of 
organisations surveyed by Ponemon said remote 
work would increase the cost of a data breach.

4    Deployment of new technologies and working 
practices has happened at an unprecedented rate, 
increasing cyber risks. Remote working solutions 
which would have taken more than a year to set 
up pre-COVID were deployed in an average of 
11 days, according to a McKinsey survey.

5     Many firms are unable to see which employees 
have access and mitigate risks appropriately. 
53% of surveyed companies had over 1,000 
sensitive files open to every employee. [Varonis]

6    There is a need for cultural change, so management 
and staff see excessive access as a cyber threat. 
Over the past 2 years, the average number of 
incidents per company involving negligence 
increased from 10.5 to 14.5, the average number 
of credential theft incidents tripled from 1.0 to 
3.2, and 60% of large enterprises had more than 
20 incidents per year. [Ponemon]

7    Leading CISOs now recognise a duty to actively 
reduce and manage permissions. More than 
70% of CISOs plan to ask for significant Identity 
and Access Management budget increases in 
2021. [McKinsey]

Leading CISOs now recognise their obligation to 
actively reduce and manage permissions for 
individual users and educate their organisations.

Key insight
COVID-19 has put paid to the idea that enterprises can rely on keeping 
cyber attackers outside the IT perimeter. Information Security Officers 
must rethink their strategies to limit the damage an attacker can do once 
the external walls are breached.
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Risk to enterprises 
has spiked as 
sophisticated and 
well-resourced 
hackers target  
under-protected 
home workers. 

While excellent cyber hygiene is 
important at home and should 
be strengthened, remote workers 
do not have the defences to 
hold determined attackers at bay 
indefinitely. Companies must also 
actively control access  
to valuable digital assets that,  
if compromised, would pose  
an existential threat.

COVID-19 has created the conditions for a 
geographically distributed workforce; according to 
Gartner, the research and advisory company, this 
new operating model is likely to persist long after  
the pandemic has passed. From detailed 
conversations my colleagues and I have had with 
leading UK and international institutions, corporate  
IT security teams have done a huge amount to  
adapt to this change, but currently, only a few 
enterprises are able to mitigate against some of  
the most serious risks.

Why do distributed 
workers pose new 
risks?

Survey data from Tessian, an email security 
provider, shows that over 50% of people are 
prepared to use riskier IT practices at home than in 
the office, and these unregulated behaviours are 
being turned against employers by attackers. Even 
before the pandemic, cyber breaches were 
becoming almost inevitable; hackers are sometimes 
sponsored by states or competitors and are too 
skilled, too well funded, and too determined to keep 
at bay 100% of the time. 
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Global increase in identity theft risk since the cororonavirus outbreak as of August 2020
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If the risk of a hack on an employee were solely 
limited to the small number of systems they access 
every day, the risk to the organisation would be far 
less. In reality, compromising an individual employee’s 
credentials is often the starting point for data breaches 
suffered by businesses – even the most serious ones.  

This is because, over time, as employees move from 
role to role within an organisation, they accrue 
access to increasing numbers of systems and amass 
access to networked information they do not really 
need or often use. A well targeted cyber-attack can 
give a focused hacker access to a huge portion of the 
enterprise IT estate,  

Firms must mitigate this risk by cautiously managing 
user access to systems so that those who are 
compromised pose less risk, whilst mobilising employees 
to take responsibility for their data and reducing the 
chance that their credentials are compromised. 

Today, very few firms have the systems or capability 
to manage user identities across their entire IT 
estate and this represents a significant gap in their 
ability  to protect themselves, especially as their 
security perimeter becomes weaker over time.

“ You are able to protect yourself 
sufficiently against cybercrime” 
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Working from home  
binds small teams tighter 
but weakens large 
organisations

The unconscious reminders of corporate structure  
that exist in the traditional office, such as the office 
environment, corporate branding, nearby colleagues 
and bosses, and countless other factors, are continual 
reminders of agreed behaviours and norms, ensuring 
people think twice before taking risky actions. At 
home, these soft factors are less prominent. 

Instead, distributed employees rapidly communicate 
back and forth with their close teammates over 
email, messaging channels and video calls. Loyalty 
and connectedness to this smaller network of 
personal connections strengthens, and their 
commitment to meeting deadlines, hitting targets, 
and supporting one another grows stronger. 

Survey data shows that employees are much more 
likely to take technical shortcuts to get work done on 
time to meet their team’s deadlines at home, at the 
expense of more time-consuming, but more secure 
IT processes. Teammates validate this risky 
behaviour, with that same survey showing 
employees are now more likely to consult close 
colleagues about a technological risk than contact 
the IT department. 

In this way, individuals inadvertently prioritise 
loyalty to their team, over loyalty to the company. 
What these employees fail to see is the asymmetric 
risk this poses; while letting a teammate down may 
lead to a slapped wrist, lost contract or even a 
missed promotion, compromising the enterprise IT 
infrastructure can lead to an enterprise being 
brought to its knees, major fines, reputational 
damage, job losses and even criminal proceedings.



Employees are now, 
more than ever, a key 
threat vector.

Whilst we may imagine data breaches and 
ransomware attacks are the result of hackers breaking 
down organisations’ systems with technological 
wizardry, the truth is that individual employees, 
whether through intent or otherwise, often provide 
the key for attackers to unlock the doors. 

30% of data breaches involve internal actors, 
according to a 2020 report from Verizon. These 
internal actors are sometimes people who secure a 
role in an organisation with the specific intention of 
compromising its systems, or employees who are 
turned against their employer by bribery or anger, but 
they are just as likely to be an innocent employee 
compromised by a simple technical lapse. In practice 
the distinction is irrelevant; in the end, the hackers 
get what they want by targeting the weakest point in 
any enterprise security architecture – which is often 
its people. 

Although risk can be reduced, the sheer volume of 
attacks also makes it likely that this targeting will 
eventually be successful. With up to 65% of the 
workforce currently being out of office in the medium 
to long term this risk is amplified; even as early as 
August 2020, just 4 months into lockdown in the UK, 
Malwarebytes reported that remote workers had 
caused a security breach in 20% of the organisations 
they surveyed.

It has become clear that this is not a question of “if” 
distributed workers will be compromised, but “when”. 
Despite this reality, according to Varonis, an IT 
security company, 53% of companies investigated had 
over 1,000 sensitive files open to every employee, 
and 22% of all folders were available to every 
employee. Organisations are giving the keys to the 
crown jewels to many of their employees and sending 
them out to work from home, with only the flimsiest 
protection.

Costliest threat actors in malicious data breaches 
worldwide in 2020.
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30% of data 
breaches involve internal 
actors, according to a 2020 
report from Verizon

 

53% of companies  
investigated had over 1,000 
sensitive files open to every 
employee, and 22% of all  
folders were available to  
every employee
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Even sophisticated 
organisations and 
governments 
misconceive the real 
cyber risks.

Once access is gained to a company’s files, the least 
sophisticated attackers may use ransomware to extort 
money; Bitdefender, a cybersecurity company, claimed 
ransomware attacks increased by over 700% in 2020, 
compared to 2019. This is just the tip of the iceberg. 

In many cases malicious actors are playing a much 
longer game. Instead of holding a company to 
ransom for a quick profit, attackers can hide in the 
network and leverage their access to learn about 
the inner workings of an organisation, gathering 
personal information about key targets and stealing 
intellectual property. 

Newspaper headlines and the GDPR regulations 
tend to focus the public’s attention on the number 
of consumers whose personal details have been 
compromised – no doubt this is a critical issue,  
but too much attention is being focused here. 

Sophisticated hackers are often only looking for 
the details of one individual in amongst the 
thousands of hacked passwords they acquire. 
Often an unwitting R&D engineer with access to 
technical plans, a defence contractor with inside 
knowledge of the country’s defences, or a marketing 
professional with access to the company strategy 
for next year may have no idea they are the 
intended target of an attack. Again, these are not 
theoretical risks, these are clear strategies that 
have been successfully deployed by well-funded 
criminals, competitors and even countries for 
several years.

This growing threat is a major business and political 
issue, and leaders know it; the World Economic Forum 
Global Risk Report 2020 found that cyberattacks are 
seen as the second most concerning risk for doing 
business globally over the next 10 years. Whether 
the full extent of the risk is understood is another 
matter though, and there remains a focus on fines 
and regulations rather than the threats themselves.

 

Bitdefender, a  
cybersecurity company, 
claimed ransomware 
attacks increased by over 

700% 
in 2020, compared to 2019
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Organisations must 
focus on the impact 
of data theft, not only 
the fine that comes 
with it.

Governments across the world have made great 
strides in regulating against data breaches over the 
past few years, and the introduction of the General 
Data Protection Regulation in 2018 has meant that 
corporations can face fines of up to four per cent of 
annual global revenues if they suffer a data breach. 
This is no idle threat; in 2019 British Airways was 
hit with a £183 million fine for a breach involving 
half a million customers, and the UK ICO [Information 
Commissioner’s Office] issued a £99 million penalty 
to Marriott Hotels following a similar incident.

Evidently avoiding such fines and the brand damage 
that comes with them is a priority for corporations, 
but there is a risk that by concentrating on avoiding 
these penalties, organisations are overlooking the 
real-life consequences of a breach; a data breach is  
a threat to their business. For example, Equifax was 
fined $700 million in 2019 following a major data 
breach, but the total cost of the breach to the 
business is predicted to reach $9 billion, including  
at least $1bn spent on improving security within  
the company. 

Accenture estimates that the total value at risk 
from cybercrime will amount to $5.2 trillion over 
the next five years and given that governments 
show little inclination to aid organisations – rather 
seeking to punish the victims - technical leaders 
must take things into their own hands. 
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Accenture estimates that the 
global total value at risk from 
cybercrime will amount to 

$5.2 trillion 
over the next five years
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Key takeaways
1  2020 saw employees become the most prominent 

and successful attack vector for cybercriminals. 

  Security leaders should consider bolstering perimeter  
defences, while acknowledging IT estates are porous in  
the distributed workforce era and set out their defence  
posture with this in mind.

2  Despite high profile breaches and regular reminders, 
employees at all levels in many companies continue 
to underestimate the importance of basic cyber 
hygiene. Most leaders assume seniority should give 
them total system access – a risky and erroneous 
assumption.

  Leadership teams may consider redoubling cyber hygiene 
communication efforts and routinely evaluating employee 
performance, until it is embedded in company culture.

3  The majority of firms have vastly more information 
available to employees than is necessary for them  
to do their work productively. Reducing this access 
eliminates the risk of employees causing significant 
damage should they become compromised.  

  Forward thinking CISOs and CTOs proactively monitor and 
limit access to critical information. New enterprise systems 
and tools are now available to help address this need.

If you would like to find out more, please 
contact 

Marc Bird,  
Commercial Director  
idax Software

marc.bird@idaxsoftware.com 
+44 (0) 7429 368843

Mark Rodbert 
CEO of idax Software

Under Mark’s direction idax is now 
recognised as one of the leading 
innovators in the Identity Analytics 
market. This success has been built 
on our commitment to shaping   
the way industry understands 
cybersecurity and delivering 
tangible risk reduction to idax’s 
clients. Before founding idax,  
Mark held senior technology 
management roles across risk and 
infrastructure for several global 
financial institutions, big four 
consultancies and software 
companies. 
He is Visiting Professor in Computer 
Science at the University of York 
where idax is working on a 
Knowledge Transfer Partnership 
with academics and researchers.  
He is also a fellow of the Royal 
Society for the encouragement of 
Arts, Manufactures and Commerce.


